
 

 

 

 
 

INVESTIGATION REPORT 241-2025 
 

Rural Municipality of Garden River No. 490 
 

June 15, 2026 
 

Summary: The Complainant alleged that an employee of the Rural Municipality of 

Garden River No. 490 (RM) used their personal cellphone to record and 

store the Complainant’s personal information. The Complainant contacted 

the RM and was dissatisfied with the response. The Complainant asked the 

Office of the Saskatchewan Information and Privacy Commissioner (OIPC) 

to investigate the alleged privacy breach.  

 

The Commissioner found that personal information was involved, and 

authority existed for the collection of personal information in the course of 

RM business pursuant to section 24 (purpose of information) of The Local 

Authority Freedom of Information and Protection of Privacy Act (LA 

FOIP).  

 

However, instead of recording the personal information onto the job sheets 

provided by the RM, the RM employee used a personal cellphone. The use 

of an employee’s personal cellphone is problematic because the RM has no 

authority or ability to access that cellphone without the employee’s 

cooperation. The Commissioner found that privacy breach has occurred, the 

root cause of which was a lack of appropriate safeguards. The transfer 

operator used their personal cellphone to collect the Complainant’s personal 

information for RM business, in a manner not authorized by LA FOIP such 

that a privacy breach occurred because the integrity of the Complainant’s 

personal information was not protected as it should have been pursuant to 

section 23.1 of LA FOIP. 

 

The Commissioner also found that  

 

(1) the RM took some steps to ensure the personal information was 

deleted from the transfer station operator’s personal cellphone; 

however, the RM should have ensured that the Complainant’s 

personal information was no longer stored on the personal device 

cloud storage or in backup folders. 
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(2) The RM did not have appropriate safeguards in place including 

policies and procedures for the use of personal devices for RM 

business, to help it meet its duty to protect personal information 

pursuant to section 23.1 of LA FOIP. 

 

The Commissioner recommended that the RM develop a comprehensive 

privacy policy for employees, councilors and other RM personnel with 

respect to personal cellphone use to ensure the RM meets the duty under 

section 23.1 of LA FOIP to protect personal information going forward.  

 

I BACKGROUND 

 

[1] On September 27, 2025, the Complainant emailed the Rural Municipality of Garden River 

No. 490 (RM):  

 

this morning your landfill attendant appeared to be recording my location 

details on a cell phone rather than the physical clipboard provided. Pls confirm 

my personal details are not on a personal cell phone? 

 

[2] On October 7, 2025, the RM responded to the Complainant:  

 

I spoke with the transfer station operator, who mentioned [they] intended to 

take notes on [their] phone and rewrite on the sheets later. [They were] advised 

that this was not the correct procedure and instructed not to do it again. All RM 

information has been deleted from [their] phone.1 

 

[3] On October 8, 2025, the Complainant responded to the RM inquiring: “as this is a privacy 

breach how is the RM handling this per the Privacy Act?” The RM responded: “the operator 

has been spoken with, and this will not happen again. As for how the RM is going to handle 

this situation, it will be discussed at the next council meeting.” 

 

[4] On October 8, 2025, the Complainant emailed the Office of the Saskatchewan Information 

and Privacy Commissioner (OIPC) an Alleged Breach of Privacy Reporting Form: For 

Affected Individuals/Complainants complaint form.2  

 
1 The use of square brackets are amendments by OIPC to preserve the identity of individuals. 

 
2 Alleged Breach of Privacy Reporting Form: For Affected Individuals/Complainants, OIPC: 

https://oipc.sk.ca/assets/alleged-breach-of-privacy-reporting-form-for-affected-indivduals.pdf.  

https://oipc.sk.ca/assets/alleged-breach-of-privacy-reporting-form-for-affected-indivduals.pdf
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[5] On February 4, 2026, OIPC notified the RM and the Complainant that an investigation 

would commence into the alleged inappropriate collection of the Complainant’s personal 

information. Both the RM and the Complainant were invited to provide this office with 

representations by March 6, 2026. OIPC also requested the RM complete the Privacy 

Breach Investigation Questionnaire (Questionnaire)3 by this date. 

 

[6] On March 4, 2026, the RM provided the completed Questionnaire. The Complainant did 

not provide a submission to OIPC. 

 

II DISCUSSION OF THE ISSUES 

 

1. Jurisdiction 

 

[7] The RM qualifies as a “local authority” under section 2(1)(f)(i) of The Local Authority 

Freedom of Information and Protection of Privacy Act (LA FOIP).4 OIPC has jurisdiction 

to conduct this investigation pursuant to section 32 of LA FOIP. 

 

2. Personal Information  

 

[8] This investigation addresses whether or not personal information was involved, and if so, 

whether the RM employee’s use of a personal cellphone to record the Complainant’s 

personal information during the course of employment duties constituted a privacy breach. 

 

[9] A privacy breach includes the unauthorized collection, use or disclosure of individually 

identifying personal information.5 The first step in determining a privacy breach is to 

 
3 Privacy Breach Investigation Questionnaire, OIPC: https://oipc.sk.ca/assets/privacy-breach-

investigation-questionnaire.pdf. 

 
4 The Local Authority Freedom of Information and Protection of Privacy Act, SS 1990-91, c. L-

27.1, as amended. 

 
5 OIPC resource Privacy Breach Guidelines for Government Institutions and Local Authorities at 

page 3. 

https://oipc.sk.ca/assets/privacy-breach-investigation-questionnaire.pdf
https://oipc.sk.ca/assets/privacy-breach-investigation-questionnaire.pdf
https://www.canlii.org/en/sk/laws/stat/ss-1990-91-c-l-27.1/latest/ss-1990-91-c-l-27.1.html
https://oipc.sk.ca/assets/privacy-breach-guidelines-for-government-institutions-and-local-authorities.pdf
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identify whether personal information is involved. If so, then the second step is to 

determine if the personal information was collected, used or disclosed in a way that was 

not authorized by LA FOIP.6 

 

[10] The definition of “personal information” is assisted by means of the non-exhaustive list in 

section 23(1) of LA FOIP. Personal information is statutorily defined as information that 

identifies an individual. A common example is information that includes the name of an 

individual. Information is “personal in nature” if it provides core biographical detail about 

an individual.7 

 

[11] Clause 2 of the Rural Municipality of Garden River No. 490 Bylaw No. 03-2020 provides 

that an employee of the Municipality shall bring domestic waste to the Rural Municipality 

of Garden River waste transfer site.8 The waste transfer site is the place to which all 

domestic waste is transferred by contracted haulers and individual rate payers. These sites 

are supervised by RM employees who are termed “transfer station operators”. 

 

[12] Transfer station operators are employed by the RM and monitor the receipt of waste at the 

waste transfer site. Transfer station operators must record the nature and amount of 

materials that are brought to the site. In the course of this investigation, the RM provided 

our office with a copy of the September 27, 2025 Transfer Station Monthly Report. The 

following are the various fields a transfer station operator must note when inspecting and 

receiving waste at the site: 

 

• Name of Ratepayer [both the first and last name] 

 

• Land Location/Civic Address 

 

• Number of Bags of Refuse Collected off Property 

 

• Amount of Metal Collected off Property 

 
6 OIPC Investigation Report 178-2025 at paragraph [10]. 

 
7 Ibid, at paragraph [11]. 

 
8 Bylaw No. 03-2020 is attached to the end of this Report. 

https://oipc.sk.ca/assets/la-foip-investigation_178-2025.pdf
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• Amount of Wood Collected off Property 

 

• Amount of Recycling Material Collected off Property 

 

• Number of Tires Collected off Property 

 

• Number of Grain Bags Collected off Property 

 

• Number of Full Bins Per Week  

 

[13] On March 16, 2026 the RM confirmed that they had accepted the transfer station operator’s 

account of the following: 

 

• The transfer station operator recorded the Complainant’s information on a 

personal cellphone but made no other notes and collected no other 

information other than what was required by their employment duties; 

 

• The transfer station operator then transferred this information from the 

personal cellphone onto the requisite workplace forms while at home during 

off hours. The transfer station operator then erased the Complainant’s 

information off the personal cellphone; 

 

[14] The RM concluded that this fact situation did not involve a privacy breach. The RM 

submitted that the names of ratepayers and their land locations are publicly available from 

the RM map. This map is publicly available at the RM office for anyone to view or to 

purchase. The RM map is also publicly available on the RM website and on the iHunter 

app.  

 

[15] The public availability of snippets of personal information is not determinative of the 

occurrence of a privacy breach. What is required is a contextual analysis on a case-by-case 

basis. The information recorded by transfer station operators includes much more than just 

ratepayer names and land locations. In fact, this case reveals that the Complainant disposed 

of refuse/recycling on a particular date. This is core biographical information that is 

personal in nature that describes something of the Complainant’s refuse history. As such, 
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this information qualifies as personal information as defined by the combination of sections 

23(1)(e) and (k) of LA FOIP.9 

 

[16] Sections 23(1), (e) and (k) of LA FOIP provide as follows: 

 

23(1) Subject to subsections (1.1) and (2), “personal information” means 

personal information about an identifiable individual that is recorded in any 

form, and includes: 

 

… 

(e) the home or business address, home of business telephone number, 

fingers prints or blood type of the individual; 

 

... 

(k) the name of the individual where: 

 

(i) it appears with other personal information that relates to the 

individual; 

 

(ii) the disclosure of the name itself would reveal personal information 

about the individual. 

 

3. Purpose of Collection 

 

[17] Since the information at issue qualifies as personal information, the next stage of the 

analysis involves an analysis of the RM authority to collect the personal information within 

the LA FOIP legislative scheme. Section 24 of LA FOIP provides the following regarding 

the purpose and manner of the collection of personal information: 

  

 
9 OIPC Investigation Report 112-2022 at paragraphs [8] and [13]: The recording of the name of a 

Complainant in meeting minutes as having attended a public hearting in a personal capacity reveals 

something personal in nature about them – that they were at that particular meeting on that date. 

 

OIPC Review Report 085-2021 at paragraph [48] and Review Report 033-2017 at paragraph [29]: 

Water meter readings reveal something personal in nature about an individual and constitutes 

personal information.  

 

OIPC Investigation Report 168-2025 at paragraphs [11] and [15]: Obviously, the name of an 

individual and their physical address qualifies as personal information. 

https://oipc.sk.ca/assets/la-foip-investigation_112-2022.pdf
https://oipc.sk.ca/assets/la-foip-review-085-2021.pdf
https://oipc.sk.ca/assets/lafoip-review-033-2017.pdf
https://oipc.sk.ca/assets/la-foip-investigation_168-2025-180-2025.pdf
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Purpose of information 

24 No local authority shall collect personal information unless the information 

is collected for a purpose that relates to an existing or proposed program or 

activity of the local authority. 

 

[18] On March 16, 2026, the RM advised that the purpose of collection is to ensure the orderly 

maintenance of transfer stations. A transfer station is an existing waste program provided 

by the RM and falls under RM management.10  

 

[19] The RM possesses valid authority to collect the Complainant’s personal information as part 

of an existing program or activity of the RM pursuant to section 24 of LA FOIP. 

 

4. Safeguards for the Collection of Personal Information 

 

[20] The next consideration is whether the RM had established appropriate safeguards to protect 

the collection of personal information. 11 Section 23.1 of LA FOIP provides that local 

authorities have a duty to protect the personal information in its possession or control and 

among other things, protect against the loss or ongoing unauthorize use or disclosure of 

personal information that is supposed to be in its possession or control: 

 

Duty of local authority to protect 

23.1 Subject to the regulations, a local authority shall establish policies and 

procedures to maintain administrative, technical and physical safeguards that:  

 

(a) protect the integrity, accuracy and confidentiality of the personal 

information in its possession or under its control;  

 

(b) protect against any reasonably anticipated:  

 

(i) threat or hazard to the security or integrity of the personal 

information in its possession or under its control;  

 

 
10 RM website, Transfer Station webpage: https://rmgardenriver.com/2022/12/15/transfer-station/. 

 
11 OIPC Investigation Report 168-2025 at paragraph [39] provides that “Safeguards can be 

administrative (e.g., policies, procedures, confidentiality statements on contracts), technical (e.g., 

access controls on electronic storage) or physical safeguards (e.g., locked cabinets or bins, locked 

doors, security cameras).” 

https://rmgardenriver.com/2022/12/15/transfer-station/
https://oipc.sk.ca/assets/la-foip-investigation_168-2025-180-2025.pdf
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(ii) loss of the personal information in its possession or under its control; 

or  

 

(iii) unauthorized access to or use, disclosure or modification of the 

personal information in its possession or under its control; and  

 

(c) otherwise ensure compliance with this Act by its employees. 

 

[21] In a candid email dated May 22, 2025, the RM confirmed that there were no policies or 

procedures regarding the use of personal cellphones/devices by employees while on the 

job.  

 

[22] This office reviewed two existing internal RM documents that greatly assisted in our 

understanding of the RM transfer station operator position. The first was the Transfer 

Station Operations Plan. This document requires that all information obtained from 

ratepayers/haulers bringing waste to the station be entered onto a “daily log sheet.” Our 

review noted that this document is lacking in that it should stipulate that the daily log sheet 

is the only method of information collection that should be used by employees. 

 

[23] The other document, Bylaw No. 03-2020: A Bylaw To Provide For Setting Policies and 

Procedures For The Waste Transfer Station, could assist in this matter if it included an 

instruction on how RM employees are to record the personal information of ratepayers.  

 

[24] Since the invention and adoption of personal cellphones in the last few years, we have 

observed that while such devices streamline and assist in the timeliness of employee 

functions, they also pose a serious risk to the privacy and security of personal information. 

It is widely held that the use of personal cellphones by employees in the course of official 

business is a very risky and dangerous course of action. Records are easily lost, and security 

features may be lax resulting in unwarranted dissemination of personal information.12  

 

[25] We commend the RM for taking steps to ensure the Complainant’s personal information 

no longer existed on the transfer operator’s cellphone. The transfer station operator 

 
12 Northwest Territories Information and Privacy Commissioner Review Report on OIPC File 25-

036-4 at paragraph [36]. See also OIPC Investigation Report 269-2016. 

https://rmgardenriver.com/wp-content/uploads/2023/04/Transfer-Station-Bylaw-1.pdf
https://rmgardenriver.com/wp-content/uploads/2023/04/Transfer-Station-Bylaw-1.pdf
https://canlii.ca/t/kfpkw
https://canlii.ca/t/kfpkw
https://oipc.sk.ca/assets/hipa-investigation-269-2016-303-2016.pdf
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confirmed the deletion of the information on the same day it was recorded and confirmed 

that the information had not been shared with another party. However, the RM should have 

ensured that the Complainant’s personal information was no longer stored on the personal 

device cloud storage or in backup folders.13  

 

[26] There is no evidence in this case of the inappropriate disclosure of personal information, 

but the method of collection was suspect because of the use of the employee’s personal 

cellphone. Still, the RM should have safeguards in place to ensure the personal information 

is sufficiently safeguarded as required by LA FOIP.  

 

[27] We conclude that a privacy breach has occurred, the root cause of which was a lack of 

appropriate safeguards.  

 

[28] The RM stated it does not support the practice of using a personal device to conduct RM 

business and advised the transfer operator that they cannot use their personal device in the 

same manner again. This office agrees that this is the best practice option and commends 

the RM for its position on this.  

 

[29] Full compliance with section 23.1 of LA FOIP, requires the development of a 

comprehensive privacy policy for employees, councilors and other RM personnel with 

 
13 In Office of the Information and Privacy Commissioner of Ontario PHIPA Decision 333 at 

paragraphs [25] to [29], a registered practical nurse (RPN) accessed files on the hospital’s intranet 

containing personal health information and downloaded a file to their personal device. The hospital 

did not initially ask the RPN to provide their personal device for the hospital to examine, as they 

denied that the device contained the files in question. In a subsequent meeting, the RPN denied 

downloading the files, speculating that they may have automatically downloaded when they 

opened the file, and refused to confirm they had deleted the files, as they continued to deny they 

downloaded them. The hospital’s IT department could not replicate a situation where files 

downloaded automatically. The hospital requested the RPN provide the hospital with their personal 

device and the RPN refused. The adjudicated stated that “the hospital should have taken steps to 

contain the breach by asking for RPN#1’s personal device before it investigated whether she 

downloaded the files intentionally or accidentally. I acknowledge she may have refused to provide 

it at that time, just as she refused later.” It was found that the hospital failed to contain the breach 

as the RPN refused to either confirm they deleted the file on their personal device or provide 

evidence it was deleted. 

https://www.canlii.org/en/on/onipc/doc/2026/2026canlii33422/2026canlii33422.pdf
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respect to the use of personal cellphone use in the course of employment duties.14 Such a 

policy should include a definition and examples of the type of information that qualifies as 

personal information under LA FOIP, guidance on the collection, use and disclosure of 

personal information that is in the possession or control of the RM, and steps to take when 

a privacy breach occurs.15  

 

III FINDINGS 

 

[30] OIPC has jurisdiction to conduct this investigation pursuant to section 32 of LA FOIP. 

 

[31] The information at issue qualifies as personal information pursuant to section 23(1)(e) and 

(k) of LA FOIP. 

 

[32] The RM had authority to collect the Complainant’s personal information pursuant to 

section 24 of LA FOIP. 

 

[33] A privacy breach has occurred, the root cause of which was a lack of appropriate 

safeguards. The transfer operator used their personal cellphone to collect the 

Complainant’s personal information for RM business, in a manner not authorized by LA 

FOIP such that a privacy breach occurred because the integrity of the Complainant’s 

personal information was not protected as it should have been pursuant to section 23.1 of 

LA FOIP. 

 

 
14 Should a decision be made to authorize the use of personal devices for RM business, OIPC 

resource Helpful Tips: Mobile Device Security provides organizations with general guidance on 

how to protect personal information when using mobile devices. Page 5 of this resource lists 

elements that should be included in a Bring Your Own Device (BYOD) Program policy. BYOD 

is an arrangement whereby any organization authorizes its employees to use personal mobile 

devices for both personal and business purposes. 

 
15 OIPC welcomes requests to review programs, policies or procedures, privacy impact 

assessments, educational material, and more, ideally before being implemented. To receive 

feedback, a consultation form must be completed. OIPC provides guidance, but cannot design, 

approve, or endorse any program or initiative. Neither does OIPC provide legal advice. 

https://oipc.sk.ca/assets/helpful-tips-mobile-device-security.pdf
https://oipc.sk.ca/assets/consultation-request-form.pdf.
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[34] The RM took some steps to ensure the personal information was deleted from the transfer 

station operator’s personal cellphone; however, the RM should have ensured that the 

Complainant’s personal information was no longer stored on the personal device cloud 

storage or in backup folders.  

 

[35] The RM did not have appropriate safeguards in place including policies and procedures for 

the use of personal devices for RM business, to help it meet its duty to protect personal 

information pursuant to section 23.1 of LA FOIP. 

 

IV RECOMMENDATION 

 

[36] I recommend that the RM develop a comprehensive privacy policy for employees, 

councilors and other RM personnel with respect to the use of personal cellphone use in the 

course of employment duties to ensure the RM meets the duty to protect under section 23.1 

of LA FOIP. Such a policy should include a definition and examples of the type of 

information that qualifies as personal information under LA FOIP, guidance on the 

collection, use and disclosure of personal information that is in the possession or control 

of the RM and steps to take when a privacy breach occurs. 

 

Dated at Regina, in the Province of Saskatchewan, this 15th day of June, 2026. 

 

 

 

Grace Hession David 

Saskatchewan Information and Privacy Commissioner 
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